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New & Current Work Items

WG 6
Cross-
Jurisdictional 
and Societal 
Aspects of 
Biometrics

Jurisdictional and societal considerations for commercial applications
Pictograms, Icons and Symbols for use with Biometric Systems 
Biometrics and Elderly People
Identifying and mitigating the differential impact of demographic factors in 
biometric systems 
Use of biometrics for identity management in healthcare
Biometrics and identity management for major incident response

WG 5
Biometric 
Testing and 
Reporting

Quantifying biometric system performance variation across demographic 
groups
Biometric performance estimation methodologies using statistical models
Performance testing of biometrics on mobile devices
Machine readable test data for biometric testing and reporting - Test reports
Evaluation methodology for user interaction influence in biometric system 
performance
Use of biometrics in video surveillance systems - Performance testing and 
reporting
Biometric performance testing and reporting - Principles and framework

WG 4
Technical 
Implementatio
n of Biometric 
Systems

Face-aware capture subsystem specifications
Use of biometrics in video surveillance systems - Design and specification 
Best practices for slap ten-print captures
Guidance for biometric enrolment
Biometric recognition of subjects in motion in access related systems

WG 3
Biometric Data 
Interchange 
Formats

Face image quality assessment
Biometric data interchange formats - DNA data
Extensible biometric data interchange formats (e.g. tagged binary data format
based on an extensible specification in ASN.1 & a textual data format based 
on an XML schema)
Finger image data
Face image data
Full body image data
Gait image sequence data
Guidelines for transition from ISO/IEC 19794-5 to ISO/IEC 39794-5
Biometric presentation attack detection -Profile for evaluation of mobile 
devices
Use of biometrics in video surveillance systems - Part 4: Ground truth and 
video annotation procedure
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WG 2
Biometric 
Technical 
Interfaces

Common Biometric Exchange Formats Framework - Patron format 
specifications
Object oriented BioAPI - C++ Implementation
Object oriented BioAPI - Java Implementation
Object oriented BioAPI - C# Implementation
Common Biometric Exchange Formats Framework - Data element 
specification

WG 1
Harmonized 
Biometric 
Vocabulary

Harmonized Biometric Vocabulary

1 EXECUTIVE SUMMARY
Accounting for new projects, revision of existing standards and technical reports, JTC1/SC 37 is
currently responsible for over thirty projects subdivided into more than one hundred and thirty
subprojects.   JTC 1/SC 37 has published, including amendments,  131 international standards
(including the seven projects completed during this period).  In addition, four new work items
have been approved. ISO maintains a list of published standards and ongoing projects. 

During this period, JTC1/SC 37 held its Plenary in January 2020 in New Orleans,  USA co-
located with its six Working Groups (WGs). These WGs then met again virtually July 2020. As
part of JTC1/SC 37 business planning activities, JTC1/SC 37 and the WGs periodically develop
roadmaps.  The  JTC1/SC37  roadmap  is  posted  in  the  public  information  area of  the
Subcommittee  web  site.  WG  roadmaps  are  posted  in  the  public  areas  of  each  of  the  WG
eCommittee  sites  as  JTC1/SC37  Standing  Documents  14-1  to  14-6.   Names  and  main
responsibility for each of the WGs are detailed in Clause 2.3 “Resources”.

2 CHAIRMAN’S REMARKS

2.1 Market Requirements, Innovation

Biometric technologies used alone, or combined with other authentication technologies such as
tokens, can provide higher degrees of security and can be used to overcome their weaknesses.
While JTC 1/SC 37’s strategy has changed little since its inception, that will now change driven
by two factors: First, the incorporation into some biometric products of AI-based algorithms and
approaches; and, second, the current global initiatives to legally regulate particular applications
of biometrics, notably those with potential to undermine democratic freedoms.

SC 37 has broken new ground in recent months by initiating ISO/IEC 9868 (in support the draft
EU regulation  of  AI-based  high-risk  biometric  systems)  and  expediting  its  development  by
maintaining  the  document  at  working  draft  and  thereby  eliding  the  need  for  ballot  review
periods, SC 37 has generated six working drafts in approximately 10 months.  This expedited
process is at least four times faster than our traditional cadence.  We anticipate considering such
a process for all new projects.

https://www.iso.org/isoiec_jtc1sc37.html
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_tc_browse.htm?commid=313770&published=on&development=on
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As ever,  JTC 1/SC 37 initiates  work as required and engages with external  organizations  as
appropriate. This is done to meet the needs of the IT community and other customers, to promote
adoption  of  the  biometric  standards,  and  to  support  the  market  adoption  of  biometric
technologies.  In  the  regulator  arena,  SC 37  expects  to  develop  standards  related  to  design,
development and audit of pre- and post-deployed technologies. 

The market has expanded and evolved as technical capabilities have improved, in some cases
massively.  This trend has been accompanied by greater adoption and greater maturity in the
implementation  of  biometrics-based  systems,  particularly  with  respect  to  performance  and
security. Forecasts may vary, but a significant growth of the biometric marketplace is apparent
such as the rising demand in many countries around the world. APAC anticipates substantial
growth.  Much of the growth is occurring in non-governmental applications, the civil sector and
personal authentication, with strong uptake of fingerprint and face recognition. Further growth is
also expected over the next decade in emerging markets including in particular Africa, S. Asia
and E. Asia.

SC 37 continues to develop international standards and technical reports keeping in mind the
customer’s needs and the support for the mass market adoption of these standards. JTC1/SC 37
closely monitors the development  of related standard efforts  (e.g.,  JTC1/SC 17, JTC1/SC27,
JTC1/SC 42 projects, cloud computing, personal authentication, and identity management) with
the view to offering its standards to relevant committees and liaison organizations (e.g. FIDO).
Through its work, JTC1/SC 37 is helping to ensure that standards-based personal recognition
systems  and  applications  based  on  biometric  solutions  are  more  interoperable,  scalable  and
secure.

There is ever more interest  in audit,  certification and more general-purpose data afforded by
enhanced and more rigorous performance tests. This applies both to security-related assessments
– active attack on biometric systems – and equally to passive performance indicators needed to
state capability and to assess presence of demographic imbalances in accuracy or speed. Given
myriad ways to undermine informative tests, standards from SC 37 Working Groups 5 are very
timely in their marketplace role.

JTC1/SC 37’s long term vision focuses on supporting the personal authentication market. As
personal authentication transactions are predicted to significantly increase in government (e.g.
homeland defence),  enterprise  (e.g.  prevention of identity  theft)  and consumer markets  (e.g.,
convenience, financial transactions), the need for biometrics and biometric standards to support
performance testing, interoperability and data interchange is expected to significantly grow as
well.  As face recognition  is  adopted  in  many more applications,  the need for image quality
measurement standardization becomes more important.

Representative examples of new or proposed projects are:

 Presentation attack detection on mobile devices
 Measurement  and mitigation  of  impacts  of  demographics-based differentials  in  biometric

systems
 Capture  guidance,  including  image  quality  assessment,  and  specifications  for  face-aware

capture systems
 Testing and evaluation of biometric acquisition on mobile devices
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 Efficient, effective and economic testing 

Other examples of future work:

 Specifications for biometric systems that feature remote-capture
 Requirement on developers and deployers of such systems
 Improved guidance on characterizing performance in operations
 Predictive performance
 Guidance to developers for consumer applications

2.2 Accomplishments

The completion of the ISO/IEC 30107 standards, Part 1 on Framework, Part 2 on data exchange,
Part 3 on testing, and particularly Part 4 on mobile devices promise substantial support to the
rapidly  growing  segment  of  the  biometrics  marketplace  that  relies  on  unattended  device
interaction.  The  vocabulary  and  performance  metrics  aspects  alone  are  vital  to  support
procurements  and  have  seen  early  adoption  from  the  FIDO  alliance.  The  Part  4  profile
specifically supports FIDO and is being developed with active liaison work.

The early work ISO/IEC 22116 related to on bias in biometric systems – more formally known
as differential impact of demographics – is important to end-users, government and commercial
providers in giving specific definitions on a critical topic that is seeing much press coverage and
customer  inquiry.  With  the  addition  of  ISO/IEC  19795-10  Quantifying  biometric  system
performance variation across demographic groups to the program of work, market participants
will  be  able  to  follow,  contribute  and  benefit  from  world-class  actively  developed  testing
standards.

The completion of the revision of ISO/IEC 19795-1 the principles and framework of biometric
testing  better  supports  certification  processes  that  support  the  marketplace,  most  notably the
personal authentication use-case.

Meeting customers’ requirements, JTC1/SC 37 is completing work on the ISO/IEC 39794 series
of extensible biometric data interchange formats to represent tagged binary data formats based
on an extensible specification in ASN.1 and a textual data format based on an XML schema
definition (both capable of holding the same information). These flagship products consolidate
data elements from the prior versions 19794 version. In particular SC 37 Working Group 3 has
delivered, on-time, the ISO/IEC 39794-1 (framework), -4 (fingerprint) and -5 (face) standards
that International Civil  Aviation Organization (ICAO) will require on all  electronic passports
from 2024. The progress made during this period is reflected by the number of projects that
reached the next stage (many at FDIS/FDAM/DIS/DAM stage) and projects that were completed
or published (as detailed above).  Accounting for the documents submitted and posted in both the
SC 37 document list as well as the WG document lists, over 495 documents have been posted
during this period.

Three documents reached the latest stages of development (e.g. FDIS / FDAM) and they are
expected to be completed and published during the next work period. ISO’s website has a list of
projects stages. 

https://www.iso.org/committee/313770/x/catalogue/
https://www.iso.org/committee/313770/x/catalogue/
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International and national organizations and programs have adopted or are considering adopting
many of the biometric standards developed by the Subcommittee. Many of the examples have
been  discussed  in  more  detail  in  previous  reports.  A  significant  adoption  example  is  the
International  Civil  Aviation  Organization  adopting  biometric  data  interchange  standards  for
several  biometric  modalities  (for  Machine  Readable  Travel  Documents  -  MRTD).  Recently,
ICAO indicated that there are 760+ Million e-Passports in the fields, issued by more than 111
states.

Adoption of biometric-based, interoperable systems continues to depend, in part, on the timely
availability of a portfolio of technically-sound biometric standards required by other standards
bodies and other customers (end-users and industry). The major risk that may jeopardize this
consumer adoption is the time associated with the development of these standards.

2.3 Resources

Participation  in  JTC1/SC 37’s  Programme of  Work  (PoW)  by National  Bodies  and Liaison
Organizations is very good.  The Plenary of the Subcommittee and the meetings of its working
groups  continue  to  be  well  attended.  The  large  number  of  editors  and  co-editors  that  the
Subcommittee relies on allows the PoW to progress in an efficient and timely manner.

Development of the JTC1/SC 37’s PoW continues to be performed through the six WGs:

WG 1 – Harmonized biometric vocabulary,

WG 2 – Biometric technical interfaces,

WG 3 – Biometric data interchange formats,

WG 4 – Technical Implementation of biometric systems,

WG 5 – Biometric testing and reporting and

WG 6 – Cross-jurisdictional and societal aspects of biometrics.

The WGs establish  Special  Groups as  needed to  examine  new areas  of  work.   In  addition,
JTC1/SC 37 business is conducted through its Plenary and via a SC 37 Special Group (SG) on
Strategy established to coordinate JTC1/SC 37 contributions to JTC 1 subgroups and to address
JTC1/SC 37 strategic issues between Plenary meetings.

In order to foster increased expert WG participation, SC37 anticipates increased press outreach
in future both at the SC and WG levels, leveraging resources within and outside ISO, IEC and
JTC 1.

2.4 Competition and Cooperation

At  the  current  time,  JTC1/SC  37  has  28  Participating  Countries  (“P”  members),  21  "O"
(observer)  members  and 20 liaison relationships.   The list  of Countries  an can be found at:
http://www.iso.org/iso/home/standards_development/list_of_iso_technical_committees/
iso_technical_committee.htm?commid=313770.  

Representative  examples  of  close  cooperation  activities  with  SC  37  Liaison  organizations
follows. The technologies addressed by JTC1/SC 17 and JTC 1/SC 37 are, for some applications,
complementary in nature.  The potential contributions that JTC1/SC 37 can make to JTC1/SC 17

http://www.iso.org/iso/home/standards_development/list_of_iso_technical_committees/iso_technical_committee.htm?commid=313770
http://www.iso.org/iso/home/standards_development/list_of_iso_technical_committees/iso_technical_committee.htm?commid=313770
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through this liaison activity are substantial, particularly in the specification of use of biometric
data within their projects. JTC1/SC 37 periodically forwards to JTC1/SC 17 relevant drafts.

Exchange  of  information  between  JTC1/SC 37  and  JTC 1/SC 27  on  Identity  Management,
Privacy  Technologies  and  Biometrics  is  ongoing.   At  the  January  2017  Plenary  meeting,
JTC1/SC 37 approved a Category A Liaison relationship with the Fast Identity Online (FIDO)
Alliance, and this continues to be very active in late 2021.

SC 37 added the European Union’s Large-Scale IT Systems in the Area of Freedom, Security
and Justice (EU-LISA) organization as a liaison in September 2020.  In addition, SC 37 benefits
from the European Commission’s category A liaison with JTC 1.

Liaisons from and to JTC 1/SC 37 are listed within the Committee webpage.

3 Program of Work
As of August 2021, including amendments, there are 131 published international standards for
biometrics. These standards, as well as a significant number of ongoing and proposed projects,
aim at supporting a wide range of systems and applications that provide accurate and reliable
verification  and  identification  of  individuals.   Clause  2.3  “Resources”  lists  the  main
responsibility of each of the JTC 1/SC 37 WGs.

Completed standards:

 ISO/IEC 19795-1:2021 — Biometric performance testing and reporting — Part 1: Principles 
and framework

 ISO/IEC 30137-4:2021 — Use of biometrics in video surveillance systems — Part 4: Ground
truth and video annotation procedure

 ISO/IEC TR 22116:2021 — A study of the differential impact of demographic factors in 
biometric recognition system performance

 ISO/IEC 39794-9:2021 — Extensible biometric data interchange formats — Part 9: Vascular 
image data

 ISO/IEC 39794-16:2021 — Extensible biometric data interchange formats — Part 16: Full 
body image data

 ISO/IEC 39794-17:2021 — Extensible biometric data interchange formats — Part 17: Gait 
image sequence data

 ISO/IEC 39794-1:2019 — Information technology — Extensible biometric data interchange 
formats — Part 1: Framework

 ISO/IEC 39794-4:2019 — Information technology — Extensible biometric data interchange 
formats — Part 4: Fingerprint image data

 ISO/IEC 39794-5:2019 — Information technology — Extensible biometric data interchange 
formats — Part 5: Face image data

 ISO/IEC 24779-5:2020 — Information technology — Cross-jurisdictional and societal 
aspects of implementation of biometric technologies — Pictograms, icons and symbols for 
use with biometric systems — Part 5: Face applications

https://www.iso.org/committee/313770.html#liaisons
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 ISO/IEC 30107-4:2020 — Information technology — Biometric presentation attack 
detection — Part 4: Profile for testing of mobile devices

 ISO/IEC TS 19795-9:2019 — Information technology — Biometric performance testing and 
reporting — Part 9: Testing on mobile devices

Ongoing  work  and  deliverables  including  revised  versions  of  published  standards  under
development  are  maintained  on  ISO’s  SC37  committee  page.   Additional  representative
examples of new or proposed projects are:

 ISO/IEC 5152 — Biometric performance estimation methodologies using statistical model

 ISO/IEC 9868 — Remote biometric identification systems — Design, development, and 
audit

 ISO/IEC TR 49794 — Guidelines for transition from ISO/IEC 19794 to 39794 — Part 5: 
Face image data

 ISO/IEC 19794 — Biometric data interchange formats — Part 14: DNA data

 ISO/IEC TR 22604 — Biometric recognition of subjects in motion in access related systems

 ISO/IEC 30107 — Biometric presentation attack detection — Part 3: Testing and reporting

 ISO/IEC 30107 — Biometric presentation attack detection — Part 4: Profile for testing of 
mobile devices

 ISO/IEC 24358 — Face-aware capture subsystem specifications

 ISO/IEC 29794-1 — Biometric quality assessment and evaluation

 ISO/IEC 29794-5 — Face image quality assessment

 ISO/IEC 19795-10 — Quantifying biometric system performance variation across 
demographic groups

https://www.iso.org/committee/313770/x/catalogue/p/0/u/1/w/0/d/0

